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ABSTRACT

PRELIMINARY RESULTS

The investigation of child sexual exploitation material (CSEM) is one of the
more commonly encountered criminal investigation types throughout the
world. While hash lists of known illegal files are used to identify previously
encountered material on new devices, new previously unencountered
material requires expert, manual analysis and categorisation. The
discovery and analysis of these digital images and videos has the potential
to be greatly expedited with the use of automated artificial intelligence
(AI) based techniques. Intelligent, automated human-in-the-loop evidence
processing and evidence prioritisation could also help alleviate some of
the digital evidence backlogs that have become commonplace worldwide.
In order for AI aided CSEM investigations to be beneficial, the fundamental
question when analysing multimedia content becomes “how old is each
subject encountered?’’

While there are a number of methods that can contribute to easing the
digital evidence backlog [3][4], accuracy of automated age inference in
images and videos is one important technique needed to streamline CSEM
cases. This study evaluated four different age prediction services from
both online and offline sources. The four services evaluated were Amazon
Rekognition (AWS), Microsoft Azure, Deep Expectation (DEX), and HowOld.net. Initial evaluation results on an age range from 0 to 25, indicated
that AWS had the overall lowest error rate, followed by How-Old.net.
However, the ages that surround the borderline between minority and
adulthood (considered to be 18 for this study) were found to follow a
different pattern, where DEX surpassed the performance of AWS and
Azure. Following these observations, a separate dataset was curated
featuring a higher number of sample images in the age range of 1 to 25
inclusive.
Experiments on this dataset indicated that ensemble approaches based on
regression substantially outperformed the four systems used for this test.
Gradient Boosting and Bagging Regressor approaches not only
outperformed the best individual system for the borderline range (16-17)
by over 40 %, they were also superior to a hypothetical perfect system
that chooses the best prediction from those available each time.
Furthermore, the DS13K VGG-16 based model trained for this work had
the best figures for the borderline age range (16-17) and a competing third
place for the age range (0-5), as depicted in Figure 2. The overall
conclusion of the study is that even off-the-shelf regression techniques
have been demonstrated to improve upon the performance of commercial
offerings, by combining their outputs effectively. This offers a clear
motivation for further work on bringing AI based techniques to bear on
this and associated DF challenges.

Figure 1. Example of Borderline Adulthood Identification Challenge (Photo is CC0/Public Domain)

PROBLEM STATEMENT
Accurate facial age estimation has been an arduous task for both humans
and machines (Figure 1 depicts a sample challenge for both humans and
machines encountering borderline cases). Moreover, the influence of
factors such as environment, health habits, lifestyle, makeup, emotions,
uncontrolled lightning, and partial facial occlusion hinder the age
prediction process and thus impact the final result . Nevertheless, humans
are quite accurate at estimating the age of other humans. The mean
absolute error (MAE) rate has been measured to vary from 2.07 to 8.62
years depending on the age of the assessor and the studied subject, and
the difference between the two [1]. Conversely, machines have reached
MAE figures of approximately 4.1 [2] and vary according to the datasets
used in the implementation. The use of automation in DF has been
criticised due to the constant need of a human-in-the loop approach and
the lack of accuracy that models achieve for predicting age.

Figure 2. Age Estimator Performance per Age Group

Further information is contained
in our published paper on Age
Estimation entitled “Evaluating
Automated Facial Age Estimation
Techniques for Digital Forensics”:

METHODOLOGY
Our work presents the evaluation of existing cloud-based and offline age
estimation services, outlines our deep learning age estimation model,
DS13K (built with a VGG-16 Deep Convolutional Neural Network
architecture) and uses an ensemble technique to improve the accuracy of
underage subject age estimation. The contributing services consisted of
Amazon Rekognition, Microsoft Azure Cognitive Services, How-Old.net,
and Deep Expectation (DEX). It was found that for the borderline
adulthood age range of 16 to 17 years old, our deep learning model
performed best with a accuracy performance rate of 68%. A comparative
examination of the obtained results allowed us to identify performance
trends and issues inherent to each services/tool and develop ensemble
techniques to improve the accuracy of automated adulthood
determination.
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